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Volunteer Confidentiality Agreement

As part of our educational program, students have certain privacy rights as outlined in the Family
Educational Rights and Privacy Act of 1974 (FERPA) which is a federal law that protects the
privacy of student education records. As part of our efforts to ensure protection of our students’
privacy rights, we request that all Level 2 and 3 volunteers and student interns sign this
agreement indicating that they have read and understand the privacy rights of students at MSA,
specifically the section on Disclosure of Education Records (see below for specific language).
This information is included in the volunteer orientation packet and volunteers/interns should
contact the director of each campus if they have any questions. Please complete the form below
to indicate your agreement to protect students’ privacy while volunteering at MSA.

Volunteer’s Name (Printed):

| have read and understand the privacy rights of students at MSA as outlined in the Family
Educational Rights and Privacy Act of 1974 (FERPA), specifically the section on Disclosure of
Education Records.. | agree to maintain confidentiality of private data and information acquired
during my volunteer activities at MSA.

Signature:

Disclosure of Education Records

Under FERPA, a school may not generally disclose personally identifiable information from a minor student's
education records to a third party unless the student's parent has provided written consent. However, there are a
number of exceptions to FERPA's prohibition against non-consensual disclosure of personally identifiable
information from education records. Under these exceptions, schools are permitted to disclose personally
identifiable information from education records without consent, though they are not required to do so by FERPA.
Following is general information regarding some of these exceptions.

One of the exceptions to the prior written consent requirement in FERPA allows "school officials,” including
teachers, within a school to obtain access to personally identifiable information contained in education records
provided the school has determined that they have "legitimate educational interest" in the information. Although the
term "school official" is not defined in the statute or regulations, this Office generally interprets the term to include
parties such as: a teacher; administrator; board member; support or clerical staff; attorney; nurse and health staff;
counselor; human resources staff; information systems specialist; school security personnel; and a contractor,
consultant, volunteer or other party to whom the school has outsourced institutional services or functions.

A school may disclose personally identifiable information from education records without consent to a "school
official” under this exception only if the school has first determined that the official has a "legitimate educational
interest" in obtaining access to the information for the school. A school that allows school officials to obtain access
to personally identifiable information contained in education records under this exception must include in its annual
notification of FERPA rights a specification of its criteria for determining who constitutes a "school official” and what
constitutes "legitimate educational interests." A school official generally has a legitimate educational interest if the
official needs to review an education record in order to fulfill his or her professional responsibility.

Another exception permits a school to disclose personally identifiable information from a student's education
records, without consent, to another school in which the student seeks or intends to enroll. The sending school may
make the disclosure if it has included in its annual notification of rights a statement that it forwards education
records in such circumstances. Otherwise, the school must make a reasonable attempt to notify the parent in
advance of making the disclosure, unless the parent or eligible student has initiated the disclosure. The school must
also provide a parent with a copy of the records that were released if requested by the parent.
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FERPA permits a school non-consensually to disclose personally identifiable information from a student's education
records when such information has been appropriately designated as directory information. "Directory information”
is defined as information contained in the education records of a student that would not generally be considered
harmful or an invasion of privacy if disclosed. Directory information could include information such as the student's
name, address, e-mail address, telephone listing, date and place of birth, major field of study, participation in
officially recognized activities and sports, weight and height of members of athletic teams, dates of attendance,
degrees and awards received, the most recent previous educational agency or institution attended, photograph,
grade level (such as 11th grade or junior year), and enrollment status (full-time or part-time).

A school may disclose directory information without consent if it has given public notice of the types of information it
has designated as directory information, the parent's right to restrict the disclosure of such information, and the
period of time within which a parent has to notify the school that he or she does not want any or all of those types of
information designated as directory information. Also, FERPA does not require a school to notify parents individually
of the types of information it has designated as directory information. Rather, the school may provide this notice by
any means likely to inform parents of the types of information it has designated as directory information.

FERPA also permits a school to disclose personally identifiable information from education records of an "eligible
student” (a student age 18 or older or enrolled in a postsecondary institution at any age) to his or her parents if the
student is a "dependent student"” as that term is defined in Section 152 of the Internal Revenue Code. Generally, if
either parent has claimed the student as a dependent on the parent's most recent income tax statement, the school
may non-consensually disclose the student's education records to both parents.

There are several other exceptions to FERPA's prohibition against non-consensual disclosure of personally
identifiable information from education records, some of which are briefly mentioned below. Under certain
conditions (specified in the FERPA regulations, 34 CFR Part 99), a school may non-consensually disclose
personally identifiable information from education records:

e to authorized representatives of the Comptroller General of the United States, the Attorney General of the
United States, the U.S. Secretary of Education, and State and local educational authorities for audit or
evaluation of Federal or State supported education programs, or for the enforcement of or compliance with
Federal legal requirements that relate to those programs;

e in connection with financial aid for which the student has applied or received;

e fo state and local authorities pursuant to a State statute concerning the juvenile justice system and the
system's ability to effectively serve the student whose records are being disclosed;

e o organizations conducting studies for or on behalf of the school making the disclosure for the purposes of
administering predictive tests, administering student aid programs, or improving instruction;

e to comply with a judicial order or a lawfully issued subpoena,; and

e in connection with a health or safety emergency.

As stated above, the conditions specified in the FERPA regulations have to be met before a school may non-
consensually disclose personally identifiable information from education records in connection with any of the
exceptions mentioned above.
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